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2023/2024 ACADEMIC YEAR
FACULTY OF BIOLOGY & PHYSICAL SCIENCES, BUSINESS, AND EDUCATION

4TH YEAR 1ST SEMESTER EXAMINATION 


UCI 401: SOCIAL AND PROFESSIONAL ISSUES IN COMPUTING

INSTRUCTIONS

1. Answer Question 1 (Compulsory) and ANY other TWO questions
2. Candidates are advised not to write on the question paper


SECTION A:
Question 1 [30 marks]
a) State any four benefits of social media technologies. (4 marks)
b) List any three challenges of computers and technology (3 marks)
c) State the four steps involved in the ethical decision making process.  (4 marks)
d) Describe the meaning of the following terms: (12 marks)
i. Cyberspace
ii. Code of ethics
iii. Professionalism
iv. IT Usage Policy
v. Information Privacy
vi. Identity theft
e) What is a cybercrime? State any two types of cybercrime. (4 marks)
f) State any three benefits of joining professional organizations. (3 marks)

SECTION B:
Question 2 [20 marks]
a) Ethics is about what is considered to be right and what is considered to wrong. Ethical theories are attempts to provide a clear account of our ethical obligations. Discuss any three ethical theories.  (6 marks)
b) Discuss any four tips of preventing viruses and other malware. (8 marks)
c) Describe the two main types of privacy laws. (4 marks)
d) What is Digital Rights Management (DRM)? (2 marks)

Question 3 [20 marks]
a) Discuss whistle blowing as an ethical issue in computing. (3 marks)
b) The Association of Computing Machinery (ACM) developed a code of ethics for computing. The code addresses nine different cases/issues. State any seven. (7 marks)
c) Joe is a database programmer and has been tasked with developing a large statistical program but time is running out for him to complete the project. He then uses segments of code both from his previous coworker and from a commercial software in his program but does not tell anyone or mention it in the documentation. He completes the program and turns it in a day ahead of time.
i) According to the code of ethics, describe the key issue involved in this case? (4 marks)
ii) Joe violated professional ethics in two ways. Explain. (6 marks)






Question 4 [20 marks]
a) Discuss copyright, trademark and patent as forms of intellectual property.  (6 marks)
b) There are various types of Internet and network attacks. Describe any four. (8 marks)
c) Many professional societies have ethical codes of conduct. State any four benefits of a code of conduct. (4 marks)
d) Privacy is a fundamental human right that has become one of the most important rights of the modern age. State any two examples of data that need to be protected or kept confidential. (2 marks)

Question 5 [20 marks]	

a) Discuss any four characteristics of professions. (8 marks)
b) Differentiate between unauthorized access and unauthorized use of data. (4 marks)
c) [bookmark: _heading=h.gjdgxs]The widespread use of computers has led to health concerns such as Computer Vision Syndrome (CVS). Describe any four ways/techniques for preventing eye strain when using computers. (8 marks)
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