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    CIT 205: COMPUTER NETWORKS

DATE: 10/12/2024	                        		        TIME: 3 HOURS

INSTRUCTIONS TO CANDIDATES
1. Answer ALL questions in section A and ANY TWO Questions in section B
DO NOT WRITE ON THIS PAPER

EXAMINATION CHEATING IS A CRIME



QUESTION 1 [30 MARKS] 
a. what is a computer network? 							(2marks) 
b. Describe what a protocol is by giving examples.				 (3marks) 
c. What is the main difference between Communication and transmission 	(4marks) 
d. What is network topology?							 (2marks) 
e. What is the difference between a Server and a Client 				(5marks) 
f. Distinguish between different types of networks				 (5marks) 
g. Describe the difference between a Domain and a Workgroup 			(5marks) 
h. Name and briefly describe the smallest geographical network classification, also considered the   building block when creating larger networks. 					(4 marks)
QUESTION TWO [20 MARKS]
a. Identify and describe the functions of each of the seven layers of the OSI reference model       (14 marks)
b. Briefly explain the Advantages and Disadvantages associated with mesh topology (4marks) 
c. Distinguish between broadcast and multicast (2 marks)
QUESTION THREE [20 MARKS]
a. Explain the phenomenon of attenuation (5 marks) 
b. What is EMI and how can it be protected against (5 marks) 
c. Describe the type of connectors required for co-axial cable (5 marks)
d. Briefly describe issues/challenges surrounding the use of Internet use (5 marks)




QUESTION FOUR
[bookmark: _GoBack]a. A Router, firewall and a switch acts as frontline gatekeepers in a network environment. Discuss   each device’s strengths, vulnerability and the recommended countermeasures. 	[12 Marks]
b. Discuss the following terms as they relate to data or network security: 		[8Marks]
i. Confidentiality.
ii. Integrity 
iii. Availability.
iv. Non Repudiation
QUESTION FIVE
a. Compare the attributes of the wired network models (10 marks) 
b. What is the difference between circuit switching and packet switching? (2marks) 
c. Describe any TWO most common connectors used with fiber-optic cabling? (2marks) 
d. Distinguish between baseband and broadband signaling method (2Marks) 
e. State and explain two types of media interference can adversely affect data transmissions over a cabled network media (2marks) 
f. Explain what you understand by the term User Acceptance policy (2marks)
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